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Abstract. This report applies the U.S. government’s National Institute of Standards (NIST) NIST
Software Write Blocker Test Suite V1.2 [1] to SAFE Block XP V1.1 [2], a software write blocker
prototyped at the University of Rhode Island and marketed by ForensicSoft, Inc. The results
demonstrate that SAFE Block XP V1.1 meets all NIST base requirements, and all NIST
mandatory and optional test assertions. To facilitate comparison, this report generally follows the
format of the NIST report “ACES Software Write Block Tool Test Report: Writeblocker Windows
XP Version 6.10.0” January 2008 [3]. However, this is not a NIST report and should in no way
be construed as NIST-conducted tests, or NIST-approved results.
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1 NIST Base Requirements And Our Conclusions

SAFE Block XP V1.1 shall not allow a protected drive to be changed.
SAFE Block XP Version 1.1 blocked all test commands from the protected categories that were
sent to protected drives, and there were no changes to the protected drives.

SAFE Block XP V1.1 shall not prevent obtaining any information from or about any drive.
SAFE Block XP Version 1.1 did not prevent obtaining information from or about any drive.

SAFE Block XP V1.1 shall not prevent any operations to a drive that is not protected.
SAFE Block XP Version 1.1 did not alter or block any test commands sent to unprotected drives.

Thus, SAFE Block XP V1.1 meets all base requirements.

2 Deviations From Expectations

This section explains two deviations, or apparent deviations, from expected behavior in our test
results. One is a deviation from NIST’s specified behavior, which is documented as a design
decision in the SAFE Block XP V1.1 tool. The second explains what at first appears to be
strange SHA-1 hash results on unprotected disks, but is actually correct.

2. 1 Variation From NIST’s Expected Behavior

The NIST test specification expects all commands from its “Other” category to be allowed (see
test assertion SWB—-AO-05 in [3]; which is also summarized in Section 5.2 below). SAFE
Block XP Version 1.1 does this, except that it blocks the WRITE_ATTRIBUTE “Other”
command. The SAFE Block XP Version 1.1 documentation explains that this command could
possibly alter the data of a disk so in it’s default conservative mode, SAFE Block XP Version
1.1. blocks it. We refer to this as Variation 1 when analyzing test results in Section 7.

a. Same Hash Test Result
In many of our tests the SHA-1 hash value before and after a write test to an unprotected disk

were the same, which at first glance is unexpected. This behavior can also be found in the NIST
report pages 101 and 105 [3].
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This is actually correct behavior for these reasons:

The NIST Software Write Blocker Test Suite V1.2 tests the issuing of write commands
with a control structure that specifies zero bytes to write, and does not actually pass the
command through. This is sufficient for the NIST Software Write Blocker Test Suite
V1.2 because the test suite intercepts write commands to determine if they pass the
blocking tool. However, the testing software will not actually ever write any data to the
disk.

In NIST’s original report [3], hash values changed on all NTFS disks, but did not change
on FAT32 disks (see pages 101 and 105 of [3]). This is likely due to the fact that NFT'S
itself writes a log file to its disks, FAT32 does not. Since, as stated above, NIST Software
Write Blocker Test Suite V1.2 does not write to the disks, we speculate that the changes
in the hashes in the NIST test are a result of the NTES log being written while the testing
software executed.

In our tests, our disks are very small which means that testing and hashing can occur
before Windows flushes its write buffer to actually write the NTFS log. We saw changed
hashes during write tests to unprotected disks in two tests, test SWB-07 in Section 6.7
and test SWB-22 in Section 6.22 of this report. This occurred when the timing of
Windows flushing its write buffer allowed the NTFS log to be written.

We verified that on larger disks, the hash value to unprotected NTFS disks does change
using the NIST Software Write Blocker Test Suite V1.2 with SAFE Block XP V1.1
installed, and does not change for larger FAT32 disks.

Neither of these seemingly unexpected behaviors are concerns for SAFE Block XP V1.1’s ability
to protect and unprotect disks.

3 SAFE Block Description

SAFE Block XP Version 1.1 consists of a block-level device driver and a GUI application that
runs as a service. This is similar to the NTWBPM driver used by WriteBlocker XP that NIST
tested in [3], which makes the NIST testing software that tested that NTWBPM driver applicable
to SAFE Block XP Version 1.1 evaluation, for the reasons NIST puts forth in [3].

4 Test Case Selection

The test cases are the 30 tests used in the NIST report [3], most of which are implemented in
NIST Software Write Blocker Test Suite V1.2 [1].
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S Test Results by Assertion

This section evaluates SAFE Block XP V1.1 using the NIST test assertions [3]. The meaning of
the test assertions is that described in Section 7 of the NIST report [3].

5.1 NIST Mandatory Assertions SWB-AM-01 If a drive is unprotected then SAFE Block XP
V1.1 shall not block any command.
SAFE Block XP Version 1.1 did not alter or block any test commands sent to unprotected drives.

SWB-AM-02 If a drive is protected and a command from the READ category is issued then SAFE Block
XP V1.1 shall not block the command.

SAFE Block XP Version 1.1 did not block or alter any test command from the READ category sent to a protected
drive.

SWB-AM-03 If a drive is protected and a command from the WRITE category is issued then SAFE Block
XP V1.1 shall block the command.

SAFE Block XP Version 1.1 blocked all of the 34 test commands from the WRITE category issued to protected
drives.

SWB-AM-04 1If a drive is protected and a command from the VENDOR_SPECIFIC category is issued
then SAFE Block XP V1.1 shall block the command.

SAFE Block XP Version 1.1 blocked all of the 80 test commands from the VENDOR_SPECIFIC category issued to
protected drives.

SWB-AM-05 If a drive is protected and a command from the UNDEFINED category is issued then SAFE
Block XP V1.1 shall block the command.

SAFE Block XP Version 1.1 blocked all of the of the 53 test commands from the UNDEFINED category issued to
protected drives.

SWB-AM-06 If a drive is protected and a command from the OTHER category is issued then SAFE Block
XP V1.1 shall not block the command.

SAFE Block XP Version 1.1 blocked one test command from the OTHER category sent to a protected drive, as
explained in Section 2.1 above.

SWB-AM-07 If SAFE Block XP Version 1.1 is executed then SAFE Block XP V1.1 shall issue a message
indicating SAFE Block XP Version 1.1 is active.

This is not applicable to the driver, which runs continually from the point of installation to the point of de-
installation. The GUI application being active is indicated by a tray icon. A pop-up message from the tray indicates
when SAFE Block blocks and unblocks devices, including automatic blocking specified as default behavior.

SWB-AM-08 If SAFE Block XP V1.1 is executed then SAFE Block XP V1.1 shall issue a message
indicating all drives accessible by the covered interfaces.
The SAFE Block GUI application displays a tree of all channels and devices accessible by the covered interfaces.

SWB-AM-09 If SAFE Block XP V1.1 is executed then SAFE Block XP V1.1 shall issue a message
indicating the protection status of each drive connected to a covered interface.
The SAFE Block GUI application displays the protection status of all devices connected to covered interfaces.

Thus SAFE Block XP V1.1 meets all NIST mandatory assertions.
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a. NIST Optional assertions
SWB-AQO-01 If a subset of all covered drives is specified for protection, then commands from the write
category shall be blocked for drives in the selected subset.
SAFE Block XP Version 1.1 blocked all of the 34 test commands from the WRITE category issued to protected
drives.

SWB-AO-02 If a subset of all drives is specified for protection, then commands from the
VENDOR_SPECIFIC category shall be blocked for drives in the selected set.

SAFE Block XP Version 1.1 blocked all of the 80 test commands from the VENDOR_SPECIFIC category issued to
protected drives.

SWB-AO-03 If a subset of covered drives is selected for protection, then commands from the
UNDEFINED category shall be blocked for drives in the selected set.

SAFE Block XP Version 1.1 blocked all of the 53 test commands from the UNDEFINED category sent to protected
drives.

SWB-AO-04 If a subset of covered drives is selected for protection, then commands from the READ
category shall be not blocked for drives in the selected set.
SAFE Block XP Version 1.1 did not block any test commands from the READ category sent to the drives.

SWB-AO-05 If a subset of covered drives is selected for protection, then commands from the OTHER
category shall be not blocked for drives in the selected set.

SAFE Block XP Version 1.1 blocked one of the test commands from the OTHER category sent to the drives, as
described in Section 2.1.

SWB-AO-06 If a subset of covered drives is selected for protection, then no commands from any category
shall be blocked for drives not in the selected set.
SAFE Block XP Version 1.1 did not block any commands sent to unprotected drives.

SWB-AO-07 If SAFE Block XP V1.1 is active and SAFE Block XP V1.1 is deactivated then no commands
to any drive shall be blocked.
No commands to any drive were blocked after SAFE Block XP Version 1.1 was de-installed.

SWB-AO-08 If SAFE Block XP V1.1 blocks a command then SAFE Block XP V1.1 shall issue either an
audio or visual signal.

SAFE Block XP Version 1.1 does not issue its own signal, however, in most instances Windows itself detects the
blocking and issues an informational dialog box that the drive is write-protected.

Thus, SAFE Block XP V1.1 meets all NIST optional assertions, with a caveat on SWB-AO-05
(explained in Section 2.1).
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6 Testing Environment

All tests were run at the University of Rhode Island Digital Forensics Lab. The test computer
consisted of:

Model: Dell Precision Workstation 690
CPU: Intel Xeon 5110 [Socket 771 LGA; 1.66 GHz; 1066 FSB; 4MB L2 Cache]
RAM: Hyundai Electronics 2048MB [Quad Channel 512MBx4; PC2-5300; CAS Latency 5; 5-5-5-15]

Motherboard: Dell Inc OMY171 [Intel 5000X; Intel 6321ESB Southbridge]
BIOS: Dell Inc. vAO5

3 Standard SATA slots

4 RAID slots

2 IDE Channel

Hard Drive(s): Seagate Barracuda ST380815AS [RAID 0; 7200.10 RPM; 80GB]
PCI Card(s): Adaptec AHA-2940AU PCI SCSI Controller

Operating System: Microsoft Windows XP Professional [Version 2002; Service Pack 3]

The hard drives and removable drives in the test computer were:

Model Interface Useable Sectors Size (MB)
CONNER CP3040A SCSI 82080 40
WDC AC12100L PATA 4124736 2007.04
PNY Attaché ( two of these) USB Flash 246272 120

Note that “MB” is correct — these are small drives to facilitate fast hashing.

The testing was performed using NIST Software Write Blocker Test Suite V1.2 [1] installed on the
test machine as per installation instructions included in [1]. A screenshot of the busTRACE
Filter Driver Load Order v1.0.009 tool [5] showing the NIST filters installed properly can be
seen below. Hashes were computed using AccessData FTK Imager 2.5.3 [4].
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!2 Filter Driver Load Order
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Driver Order showing NIST test drivers and SAFE Block XP V1.1
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7 Test Results

Each of the test results in the following subsections show the disk configuration active on the test
machine using the Windows Computer Management interface. It is followed by a screen shot of
the SAFE Block XP Version 1.1 interface with the blocked/unblocked disk configuration for the
test. The use of a lock icon over the drive icon in the device tree on the left in the SAFE Block
XP Version 1.1 GUI indicates that the drive is protected (blocked), a non-lock icon indicates that
the disk is unprotected (not blocked).

The test results are shown by summary text displayed by the NIST Software Write Blocker Test
Suite V1.2, the general format and meaning of which is fully described in the NIST report [3].
The key elements of the display are
® Line 7 which shows the pattern of blocked disks that the test software expects. In this
display
o U = Unprotected (unblocked) disk
o P =Protected (blocked) disk
For instance:
o U = only the first disk of the disks described in Section 6 is sent commands and it
is expected to be unblocked.
o PU = the first two disks of the disks described in Section 6 are sent commands
and it is expected that disk 1 is protected and disk 2 is unprotected.
o UUP = the first three disks of the disks described in Section 6 are sent commands
and it is expected that disks 1 and 2 are unprotected and disk 3 is protected.
¢ The summary which shows how many of each type of command got through the SAFE
Block XP Version 1.1 tool.

Each test also contains before and after SHA-1 hash values of all disks involved in the test. The
SHA-1 hash serves as digital signature of the bits on the disk. If the SHA-1 hash value changes,
the disk was written to, if the SHA-1 hash value remains the same, then it is generally accepted
that the disk was not written to

We now provide a subsection for each of the 30 NIST software write blocker tests. Each
subsection is patterned after similar subsections in Section 9 of the NIST report.
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7.1 Test Case SWB-01

This test case’s primary purpose is to test SAFE Block XP V1.1°s compliance with SWB-
AM-01. It issues all possible I/O commands to a single unprotected disk drive.

Drive Configuration
g Computer Management |Z”E|E‘

=), Fie  Action  View Window Help

=181%]
= BE E2m X E o &=
= Computer Management (Local) Valume | Layout | Type | File System [ Status | capacity | Fres Space [ % Free | Fault Tolerance | overhead
=l System Tools Partition  Basic  NTFS Healthy 1.96GE  195GE  99% Mo 0%
(i) Event Viewer Ssystem (C:)  Partition  Basic  NTFS Healthy (System)  465.76GE 460.17GE 9% Mo 0%
Shared Folders
Local Users and Groups
Performance Logs and Alert
Device Manager
=5 Storage
Removable Storage
Disk. Defragmenter
|
Disk. & 3
Services and Applications
E ZPisk 0 . |
Basic System {C:)
465.76 GB 465,76 GB MTFS
Online: Healthy (System)
EPpisk 1 I
Basic PATA (D2)
1,96 GB 1.96 GENTFS
Online: ‘Healthy

e System disk

e Unblocked IDE
< |~ (PATA) drive

SAFE Block XP Version 1.1 Configuration (

BRs LIDFC
= %tandald Dual Channel PCHDE Controller
=1-i=% Frimary IDE Channel
+|-sge |DEMDiskWDC_ACT21000L[0:0:0] [k aster]
- @ Dell 545 54R Integrated Contraller
+-55e ATA ST3I50053045 SCSI Disk Device[0.0:0]

& ©)

Setup Exit
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SHA-1 Hash Values

Before | fd3a7e577e0c2b130fb73eb4452eb8fef344babe
After fd3a7e577e0c2b130fb73eb4452eb8fef344babe

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 15:01:15 2008

Test case: SWB-01
Command set: RWOVU
Number of drives: 1

Protection pattern: U
Test administered by: SPA
Details logged to file: SWB-01.log

*#:#% Test results summary (see log file for details) *%#***

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ........c..c..... 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's ................ 34 0 34
Other CDB's .......cc.c..... 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB'’s............. 53 0 53

SWB-01 Test result analysis

SAFE Block XP Version 1.1 performed correctly - all commands were issued and all
were allowed on the unblocked disk.
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7.2 Test Case SWB-02

This test case tests SAFE Block XP V1.1’s compliance with SWB-AM-02. It issues all
possible READ commands to a single protected disk drive. The expected result is that
SAFE Block XP V1.1 will not block any READ command issued by the test application.

Drive Configuration

LI, Computer, Management

g File  Action Wiew ‘Window Help

o BER2E XSS aE

g Computer Management {Local) Yolume ‘ Layout I Type | File Swstem | Skakus | Capadity | Free Space | % Free | Fault Tolerance ‘ Overhead
= m System Tools Partition  Basic  NTFS Healthy 1,96 GB 1.95GE 99 % Mo 0%
(&) Event Viewer

Sdsystem (C:) Partition  Basic  NTFS Healthy (System) 465.76 GB 460.17GB  98% Mo 0%
E shared Folders

Local Users and Groups
84 Performance Logs and Alert:
,,E.L Device Manager

=] & Storage
Removable Storage
Disk Defragmenter < | >
Disk Managementk d
Services and Applications
& ZPpisk 0 1 ——
Basic System (C:)
465_.76 =B 465.76 GB NTFS
Online Healthy (System)
EPDisk 1 I
Basic PATA (D)
1‘9_6 GB 1.96 GE NTFS
Online Healthy

e System disk

e Blocked IDE drive

< | % | I Primary partition

SAFE Block XP Version 1.1 Configuration

=441 DFC
=124 Standard Dual Channel PCIIDE Controller
=22y Primary IDE Channel
+ [f;ﬁ IDEDisk'w'DC_ACT2100L[0:0:0] [Master]
- @ Dell SAS 54R Integrated Controller
+-&ga ATA 5T350083045 5CSI Disk Devica(0:0:0]

2 B B = @

HRFA/DCO Black. Unblack Setup Exit
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SHA-1 Hash Values
Before | badd8c494fe2dbeb27030c50b5ac25419ef5foff
After | badd8c494fe2dbeb27030c50b5ac25419ef5foff

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 14:44:56 2008

Test case: SWB-02
Command set: R
Number of drives: 1

Protection pattern: P
Test administered by: SPA
Details logged to file: SWB-02.log

*#%% Test results summary (see log file for details) *#***

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ............... 0 0 0
Other IRP's ................ 0 0 0
Read CDB's ................ 27 0 27
Write CDB's ................ 0 0 0
Other CDB's ................ 0 0 0
Vendor Specific CDB's ...... 0 0 0
Undefined CDB's............. 0 0 0

SWB-02 Test result analysis

SAFE Block XP Version 1.1 performed correctly - only Read commands were issued
and all were allowed on the blocked disk.
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7.3 Test Case SWB-03

This test case tests SAFE Block XP V1.1’s compliance with SWB-AM-03. It issues all
possible commands from the WRITE category to a single protected disk drive. The

expected result of this test is that SAFE Block XP V1.1 will block all commands issued
by the test application.

Drive Configuration

—
LI, Computer, Management |._H'E|g|
g File  Action  Wiew  Window  Help =] x|
o BEEE BXE S aE
g Computer Management {Local) Yolume ‘ Layout | Type | File Swstem | Skakus | Capadity | Free Space | % Free | Fault Tolerance ‘ Overhead
= m System Tools Partition  Basic  NTFS Healthy 1,96 GB 1.95GE 99 % Mo 0%
(4] Event Viewer Sdsystem () Partition Basic NTFS Healthy (System) 465.76 GB 460.17GE  98% Mo 0%
Shared Folders
Local Users and Groups
84 Performance Logs and Alert:
,,E.L Device Manager
= & Storage
Removable Storage
Disk Defragmenter < 5
Disk Managementk - d
Services and Applications
B &PDisk 0 1 ——
Basic System (C:)
465.76 GB 465,76 GE NTFS
Online Healthy (System)
EPpisk 1 1
Basic PATA (D)
1‘9_6 GB 1.96 GE NTFS
Orline: Healthy
e System disk
® Blocked IDE drive
< | % | I Primary partition

SAFE Block XP Version 1.1 Configuration

%4 SAFE Block XP By ForensicSoft M=1E3

=-5gd DFC
=iz Standard Dual Channel FCLIDE Controller
=iz Primary IDE Channel
¥ f"ﬁ IDEDiskwDC_ACT2100L[0:0:0] [Master]
= @ Dell 545 54R Integrated Controller
+-#5a ATA ST350083045 SC5I Disk Device[0:0:0]

£ B ®m EH O

HP&/DCO Block. Unblock Setup E xit
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SHA-1 Hash Values

Before | badd8c494fe2dbeb27030c50b5ac25419ef5foff
After | badd8c494fe2dbeb27030c50b5ac25419ef5foff

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 14:38:49 2008

Test case: SWB-03
Command set: \\%
Number of drives: 1

Protection pattern: P
Test administered by: SPA
Details logged to file: SWB-03.log

*#%% Test results summary (see log file for details) *#***

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 0 0 0
Write IRP's ............... 0 8 8
Other IRP's ................ 0 0 0
Read CDB's ................ 0 0 0
Write CDB's ................ 0 34 34
Other CDB's ................ 0 0 0
Vendor Specific CDB's ..... 0 0 0
Undefined CDB's............. 0 0 0

SWB-03 Test result analysis

SAFE Block XP Version 1.1 performed correctly - only Write commands were issued
and all were blocked on the blocked disk.
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7.4 Test Case SWB-04

This test case tests SAFE Block XP V1.1’s compliance with SWB-AM-04. It issues all
possible commands from the VENDOR_SPECIFIC command set to a single protected
disk drive. It uses the same hard drive setup as SWB-03. The expected result of this test
is that SAFE Block XP V1.1 will block all commands issued by the test application.

Drive Configuration

O Computer Management

=] File  Action  View Window Help == x]
e DEE2E BAXEES R
=), Computer Management (Local) volume | Layour_ | Type | File System | Status | caparity | Free space | % Free | Fault Tolerance | overhead
= i System Tooks Partition  Basic NTFS Healthy 196G 1.95GB  99% Mo 0%

(&) Event: Viewer Dsystem (C:)  Partition  Basic NTFS Healthy {System) 465.76 GB 460.17GB 98% Mo 0%

Shared Folders
g Local Users and Groups
Performance Logs and Alert
g Device Manager
(= S Storage

Removable Storage
Diisk Diefragmenter " 5
Disk Management d
Services and Applications
B &Pisk 0 1

Basic System (C:)
465,76 GB 485,76 GB NTFS
Online Healthy {Svstem)
ZPDisk L 1
Basic PATA (D3)
1.56 GB 1,96 GB NTFS
Online Healthy

e System disk

e Blocked IDE drive

Py
v

W Frimary parition

SAFE Block XP Version 1.1 Configuration

FEX

=} DFC
-1+ Standard Dual Channel PCIDE Controller
=iy Prirary IDE Charinel
+ rrﬁ IDENDiskM DC_ACT2100L[0:0:0] [Master]
= @ Del 545 54R Integrated Controller
+-=5p ATA ST360083045 SCSI Disk Device[0:0:0]

P B B E @

HPA/DCO Block. Unblock Setup Exit
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SHA-1 Hash Values

Before | 32259d7bf92b76acd5c9ftba9bf02637d8dd0de7
After | 32259d7bf92b76acd5c9ftba9bf02637d8dd0de7

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 15:14:16 2008

Test case: SWB-04
Command set: \%
Number of drives: 1

Protection pattern: P
Test administered by: SPA
Details logged to file: SWB-04.log

*#%% Test results summary (see log file for details) *#***

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 0 0 0
Write IRP's ............... 0 0 0
Other IRP's ................ 0 0 0
Read CDB's ................ 0 0 0
Write CDB's ................ 0 0 0
Other CDB's ................ 0 0 0
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 0 0

SWB-04 Test result analysis

SAFE Block XP Version 1.1 performed correctly - only Vendor Specific commands
were issued and all were blocked on the blocked disk.
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7.5 Test Case SWB-05

This test case tests SAFE Block XP V1.1’s compliance with SWB-AM-05. It issues all
possible commands from the UNDEFINED command set to a single protected disk drive.
It uses the same hard drive setup as SWB-04. The expected result of this test is that SAFE
Block XP V1.1 will block all commands issued by the test application.

Drive Configuration

—
LI, Computer, Management |._H'E|g|
g File  Action  Wiew  Window  Help =] x|
o BEEE BXE S aE
g Computer Management {Local) Yolume ‘ Layout | Type | File Swstem | Skakus | Capadity | Free Space | % Free | Fault Tolerance ‘ Overhead
= m System Tools Partition  Basic  NTFS Healthy 1,96 GB 1.95GE 99 % Mo 0%
(4] Event Viewer SISystem(C:)  Partition  Basic  NTFS Healthy (System) 465.76 GB 460.17GE  98% Mo 0%
Shared Folders
Local Users and Groups
84 Performance Logs and Alert:
,,E.L Device Manager
= & Storage
Removable Storage
Disk Defragmenter < 5
Disk Managementk - d
Services and Applications
B &PDisk 0 1 ——
Basic System (C:)
465_.?6 =B 465.76 GB NTFS
Online Healthy (System)
EPpisk 1 1
Basic PATA (D)
1‘9_5 GB 1.96 GE NTFS
Orline: Healthy
e System disk
* Blocked IDE drive
< | % | I Primary partition

SAFE Block XP Version 1.1 Configuration

FEX

=441 DFC
=124 Standard Dual Channel PCIIDE Controller
=22y Primary IDE Channel
+ [f;ﬁ IDEDisk'w'DC_ACT2100L[0:0:0] [Master]
- @ Dell SAS 54R Integrated Controller
+-&ga ATA 5T350083045 5CSI Disk Devica(0:0:0]

> B w3 @

HRFA/DCO Black. Unblack Setup Exit
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SHA-1 Hash Values

Before | 32259d7bf92b76acd5c9ftba9bf02637d8dd0de7
After | 32259d7bf92b76acd5c9ftba9bf02637d8dd0de7

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 15:28:55 2008

Test case: SWB-05
Command set: U
Number of drives: 1

Protection pattern: P
Test administered by: SPA
Details logged to file: SWB-05.log

##%% Test results summary (see log file for details) *#%**

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 0 0 0
Write IRP's ............... 0 0 0
Other IRP's ................ 0 0 0
Read CDB's ................ 0 0 0
Write CDB's ................ 0 0 0
Other CDB's ................ 0 0 0
Vendor Specific CDB's ..... 0 0 0
Undefined CDB-’s............. 0 53 53

SWB-05 Test result analysis

SAFE Block XP Version 1.1 performed correctly - only UNDEFINED commands
were issued and all were blocked on the blocked disk.
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7.6 Test Case SWB-06

This test case tests SAFE Block XP V1.1’s compliance with SWB-AM-06. It issues all
possible commands from the OTHER command set to a single protected disk drive. It
uses the same hard drive setup as SWB-05. The expected result of this test is that SAFE
Block XP V1.1 will allow all commands issued by the test application.

Drive Configuration

—
LI, Computer, Management |._H'E|g|
g File  Action  Wiew  Window  Help =] x|
o BEEE BXE S aE
g Computer Management {Local) Yolume ‘ Layout | Type | File Swstem | Skakus | Capadity | Free Space | % Free | Fault Tolerance ‘ Overhead
= m System Tools Partition  Basic  NTFS Healthy 1,96 GB 1.95GE 99 % Mo 0%
(4] Event Viewer SISystem(C:)  Partition  Basic  NTFS Healthy (System) 465.76 GB 460.17GE  98% Mo 0%
Shared Folders
Local Users and Groups
84 Performance Logs and Alert:
,,E.L Device Manager
= & Storage
Removable Storage
Disk Defragmenter < 5
Disk Managementk - d
Services and Applications
B &PDisk 0 1 ——
Basic System (C:)
465.76 GB 465,76 GE NTFS
Online Healthy (System)
EPpisk 1 1
Basic PATA (D)
1‘9_5 GB 1.96 GE NTFS
Orline: Healthy
e System disk
® Blocked IDE drive
< | % | I Primary partition

SAFE Block XP Version 1.1 Configuration

S=1Ed

=iy DFC
=1-{=% Standard Dual Channel PCIIDE Controller
=122 Primary IDE Channel
+ ﬁﬁ IDE“Diskiw/DC_ACT2100L[0:0:0] [Master]
= @ Dell 545 54R Integrated Controller
+-age ATA STIE0083045 SCSI Disk Device(0:0:0]

> B v E O

HPA/DCO Block Unblock Setup Exit
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SHA-1 Hash Values

Before | 032bf070fa6da083ffe31ca87d48d5cf8991f57b
After | 032bf070fa6da083ffe31ca87d48d5cf8991f57b

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Mon Jun 16 16:51:31 2008

Test case: SWB-06
Command set: (0]
Number of drives: 1

Protection pattern: P
Test administered by: SPA
Details logged to file: SWB-06.log

*#%% Test results summary (see logfile for details) *#*%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's .......c......... 0 0 0
Write IRP's ............... 0 0 0
Other IRP's ................ 15 0 15
Read CDB's ................ 0 0 0
Write CDB's ................ 0 0 0
Other CDB's .......c.c..... 61 1 62
Vendor Specific CDB's .... 0 0 0
Undefined CDB's............. 0 0 0

SWB-06 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, SAFE Block XP V1.1 allowed all commands
issued by the test application.
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7.7 Test Case SWB-07

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the
pattern PUU. The expected result of this test is SAFE Block XP V1.1 will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration
g Computer Management Q@El

=) Fle  action  Wew Window Help [l |
oo mm @
(=) Computer Management (Locall || Yolume | Layout | Type [ File System | status | capacity | Free space [ % Free | Fault Tolerance | overhead |
= System Tadks Partlion Basic HTFS Healthy 196GE 195G 99% Mo 0%
Event Viewer SI5CS1(G:)  Partition Basic NTFS Healthy 40 MB 38 MB 95% Mo 0%
E Shared Folders (SDsystem (C) Partition Basic NTFS Healthy (System) 465.76GB 460.15G8 98% Mo 0%
Lacal Users and Groups BUset () Partition Basic FAT Heslthy (Active)  120MB  30MB 2% N 0%
Performance Logs and Alert:
Device Manager
=& storage
Removable Storage
Disk Defragmenter
Disk Management J
&[4 Services and Applications
@ &Ppisk 0 . _________ |
Basic System (C3)
465.76 GB 465,76 GB NTFS
Online Healthy (System)
Hpisk 1 |
Removable USBL (F:)
120 ME 120 ME FAT Y i
Srine L System disk
ZHpisk 2 I
= SCSI (G:)
40 M NTFS °
I e Blocked USB
ERisk 3 | | d | S k
Basic PATA (D:)
1.96 GB 1,96 GB NTFS 4MB
Onling Healthy Unallocat
e Unblocked
- 51/ | M Unallocated W Frimary parition

SAFE Block XP Version 1.1 Configuration

=44 DFC
=1-{2% Standard Dual Channel PCIIDE Cantroller
=14z Primary IDE Channel
+)-ge |DENDiskw/DC_ACT2100L[0:0:0] [Master]
= @ Dell SAS 54R Integrated Controller
+-252 ATA ST350083045 SC51 Disk Device[0:0:0]
= @ Adaptec AHA-2940410 PCI SCSI Controller
+)-age SCSINDisk CONMER[0:0:0]
= Q USE Mass Storage Device
+ [’-"ﬁ USBSTORDizk[0:0:0]

P B B E @

HREA/DCO Block Unblock Setup Exit

SHA-1 Hash Values
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Before USB 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
After USB 8d4a759a29a99b9a5320d7b7f9a06£fd288215d40
Before SCSI 292a3c8776c049fe30d6590fd4ca32599614735b
After SCSI 37177deabf3008315d65799ba824dfaa383d83d2
Before IDE 1299f5fb2c4elced13a93e4f472f99665f5f20af

After IDE €2b40b714345e7d8af326eabe3881b43e16167de

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 10:17:09 2008

Test case: SWB-07
Command set: RWOVU
Number of drives: 3

Protection pattern: PUU
Test administered by: PC
Details logged to file: SWB-07.log

##%% Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's .. . 0 34 34
Other CDB'’s ................ 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's .... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor SPecific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's .. . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's ... 34 0 34
Other CDB's ........c....... 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-07 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.8 Test Case SWB-08

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the

pattern UPU. The expected result of this test is SAFE Block XP V1.1 will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED

categories issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives
Pass all commands from all categories issued to unprotected drives

Drive Configuration

g Computer Management

= Fle Acton Yew indow Help

= = B
=) Computer Management (Local) || volume [ Layout [ Type [ File System [ Status | capacity | Fres Space | % Free | Fault Tolerance | Overhsad |
= System Tocls Partiion Basic NTFS Healthy 19668 1.95GE 9% Mo %
Event Wiewer =ISCSI(G:)  Parttion Basic NTFS Healthy 40 MB 38 MB 9% Mo 0%
% Shared Folders (SDsystem (C:) Parttion Basic NTFS Healkhy (System) 46576 GB 460.15GB  98%  No 0%
Local Users and Groups HUse1 (F:)  Parttion Basic FAT Heakhy (Active) 120MB  30MB 5%  No 0%
Performance Logs and Alert:
Device Manager
-8 storage
Removable Starage
Disk Defragmenter
Disk Management ]
2 Services and Applications
£ &Ppisk 0 . _______________________________________________________________|
Basic System (C3)
465,76 GB 465.76 GB NTFS
Onling Healthy {System)
sk 1 I
Removable USB1 (F:}
120 B 120 MB FAT H
Srine i e System disk
Ppisk 2 |
Basic 5CSI (G:)
40MB 40 ME NTFS
e Heaty e Unblocked USB
ZBisk 3 | | d . k
Basic PATA (D) IS
1,96 GB 1.96 GB NTFS 4 MB
Online Healthry Unallocat
e Blocked SCSI
< 5 || W Unallocated |l Frimary parttion
e Unblocked IDE

SAFE Block XP Version 1.1 Configuration

SAFE Block XP By ForensicSoft M=

=548 DFC

-1-{=) Standard Dual Channel PCIIDE Controller

=122y Prirnary IDE Chatinel

+-age |DESDiskMWDC_ACT 2100L[0:0:0] [Master]

= @ Del 545 54R Integrated Contraller

+-2gm ATA S5T350083045 5C51 Disk Device[0:0:0]
=] @ Adaptec AHA-234040 PCI SCSI Controller

+ [fﬁ SCSINDiskCOMMER[D:0:0]
=] %9 LISE Masz Storage Device

+|-2ge USBSTORNDIsk[0:0:0]

& & @

Block Unblock Setup Exit
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SHA-1 Hash Values

Before USB 8d4a759a292a99b9a5320d7b7f9a06£fd288215d40
After USB 8d4a759a29a99b9a5320d7b7f92a06£fd288215d40
Before SCSI 15565a3b4ebcbbe0ddf2db76c453cf08687969¢8
After SCSI 15565a3b4ebcbbe0ddf2db76c453cf08687969e8
Before IDE €2b40b714345e7d8af326eabe3881b43e16167de
After IDE e2b40b714345e7d8af326eabe3881b43e16167de

NIST Software Write Blocker Test Suite V1.2 Output Summary

Tue Jun 17 10:35

Test case:
Command set:
Number of drives
Protection pattern
Test administered

#kkE Test results

NIST Software Write Blocker Test Suite V1.2
126 2008

SWB-08
RWOVU

: 3

: UPU
by: PC

Details logged to file: SWB-08.log

summary (see logfile for details) *#***

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Undefined CDB's

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's .... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's .... 0 8 8
Other IRP'S ................ 15 0 15
Read CDB's 27 0 27
Write CDB's .. 0 34 34
Other CDB's 61 1 62

Vendor Specific CDB's ...... 0 80 80

............. 0 53 53

26 | University of Rhode Island Digital Forensics Center Report




Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's . 8 0 8

Other IRP's ................ 15

0 15
Read CDB's ................ 27 0o 27
Write CDB's .. 34 0 34
Other CDB's ........c...... 62 0 62
Vendor Specific CDB's ......80 0 80
Undefined CDB's............. 53 0 53

SWB-08 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.9 Test Case SWB-09

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the

pattern UUP. The expected result of this test is SAFE Block XP V1.1 will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED

categories issued to protected drives

e Pass all commands from the READ and OTHER categories issued to protected drives
Pass all commands from all categories issued to unprotected drives

Drive Configuration

Ll Computer Management

Unblocked USB

Unblocked SCSI

e
=) Fie Action View Window Help =T
® [Lzalig=gcel
(8] Computer Management {Local) Volume | Layout [ Type | File System | status | capacky | Free Space | % Free | Fault Tolerance | Overhead |
= m System Tools Partition  Basic  NTFS Healthy 1.96 GB 1.95GB 0%

Event Viewer =I5CS1G:)  Parbition Basic  NTFS Healthy 40 MB 3B MB 0%
gShc‘-red Folders SJsystem (C:) Partition  Basic NTFS Healthy (System)  465.76 GB 460,15 GB 0%
Local Users and Groups &HUSBL (F:)  Partition  Basic FAT Healthy {Active) 120MB  30MB 0%
Petformance Logs and Alert:
Device Manager
=8 Storage
Removable Storage
Disk Defragmenter
Disk Management J
{88 Services and Applications
& EPDisk 0 _________________________________________________________________|
Basic System (C:)
465,76 GB 465.76 GB NTFS
Online Healthy (System)
Hoisk 1 |
Removable UsB1 (F:) .
120 MB 120 MB FAT
trine e System disk
ZPpisk 2 I
Basic SCSI (G:)
0 M8 40 ME HTFS
Online Healthy
EPDisk 3 I I d | S k
Basic PATA (D7)
1.96 GB 1.96 GE NTFS 4 MB
Orline Healthy Unallocat
< 3 || M Unallocated [l Frimary partition

SAFE Block XP Version 1.1 Configuration

= 51 DFC

EoX

Blocked IDE

=124 Standard Dual Channel PCHDE Conbraller

= Frimary IDE Channel

SRR |DE i C_ACT2100L[0:0:0] [Master]

= @ Dell 545 B4R Integrated Controller

+-aa ATA ST360083045 SCSI Disk Dewvice(0:0:0]
= @ Adaptec AHA-2940a10 PCl SCSI Controller

+-ge SCSINDiskCOMMER[D:0:0]
= G& USE Mass Storage Device

+-ge USBSTORMDisk[0:0:0]

P I

HRAADCO Block Unblock Setup Exit
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SHA-1 Hash Values

Before USB 8d4a759a29a99b9a5320d7b7f92a06£fd288215d40
After USB 8d4a759a292a99b9a5320d7b7{9a06£fd288215d40
Before SCSI 9b295f3c95b155876dc771aa69a61{6364f76c22
After SCSI 9b295f3c95b155876dc7712a69a61f6364£76c22
Before IDE Sec2cdeTfce5d2954453271b2ec92d3d20dalf53
After IDE Sec2c4eTfce5d2954453271b2ec92d3d20da8f53

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 10:50:42 2008

Test case: SWB-09
Command set: RWOVU
Number of drives: 3

Protection pattern:  UUP
Test administered by: PC
Details logged to file: SWB-09.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's ......80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

SWB-09 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.10 Test Case SWB-10

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the
pattern UPP. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

O Computer Management

= Pl Action View  Window  Help

er B@ D BB
(=) Computer Management (Lacal) || volume: [ Layout [ Type [ File System | status | capacity | Free Space | % Free | Fault Tolerance | Overhead |
=-jl System Tools Partition  Basic NTFS Healthy 196G 195GB  99%  No 0%
(5] Event viewer SIsCsl(G:)  Partition Basic NTFS Healthy dOME VB 95%  No 0%
%Shared Falders (SIsystem (C:) Partition Basic NTFS Healthy (System) 465.76 GB 460.15GB  98%  Na 0%
LocalUsersand Groups || 1jcp1 (F1)  Partition Basic FAT Healthy (Active)  120ME  30MB &% No 0%
Performance Logs and Alert;
Device Manager
=-{Eg Storage
Removable Starage
Disk Defragmenter
Disk Management
@ Services and Applications
e ZBpisk 0 1
Basic System (C:)
465.76 GB 465,76 GB NTFS
Oriine Healthy (System)
Hpisk 1 |
Removable UsB1 (F:) H
1208 20 e System disk
Online Healthy (ictive)
EPDisk 2 |
Basic scsl {G:)
e Srmntes ® Unblocked USB
Online Healthy
EPDisk 3 I —— d IS k
Basic PATA (D3)
1,96 GB 1.96 GE NTFS 4 M8
Orline Healthy Unillocat
® Blocked SCSI
< 3 || M Unallocated W Primary partition
® Blocked IDE

SAFE Block XP Version 1.1 Configuration

EoX

=51 DFC

= Standard Dual Channel PCHIDE Controller

=iz Primary IDE Channel

¥ [’-"ﬁ IDEDiski/DC_ACT2100L[0: 0:0] [Master]

= @ Dell SAS 54R Integratad Controller

+-3» AT4 5T350083065 SC5I Disk Device[0:0:0]
= @ Adaptec AHA-234041 PCI 5CS1 Controller

+ [’-"ﬁ SCSINDiskCONMNER[0:0:0]
= Q USE Maszz Storage Device

+age ISBSTORMNDzk[0:0:0]

B ® @

Block Unblock Setup Exit
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SHA-1 Hash Values

Before USB 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
After USB 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
Before SCSI 3780054dacf3f07b5e08dcf08e3f770cbb2ac159
After SCSI 3780054dacf3f07b5e08dcf08e3f770cbb2ac159
Before IDE e3d114d0ed64ea8a702e038df1f12ae0afa6122d
After IDE e3d114d0ed64ea8a702e038df1f12ae0afa6122d

NIST Software Write Blocker Test Suite V1.2 Output Summary

Tue Jun 17 11:03:50 2008

Test case: SWB-10
Command set: RWOVU
Number of drives: 3

Protection pattern: ~ UPP
Test administered by: PC
Details logged to file: SWB-10.log

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

NIST Software Write Blocker Test Suite V1.2

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrive2

Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's .......c.c....... 4 0 4
Write IRP's 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Test Category Allowed Blocked Total
Read IRP's .........c....... 4 0 4
Write IRP's ... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total

4 0 4

0 8

15 0 15
Read CDB's ................ 27 0 27
Write CDB's . e 0 34 34
Other CDB's w61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDBs............. 0 53 53

SWB-010 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.11 Test Case SWB-11

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the
pattern PUP. The expected result of this test is SAFE Block XP V1.1 will:

e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED

categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

g Computer Management f|@§‘
=) Fie Acton View Window Help ==l x|
® [Lzalig=gcel
(8] Computer Management {Local} || Valume | Layout [ Type | File System | status | capacky | Free Space | % Free | Fault Tolerance | Overhead |
=i, System Tools Partition Basic NTFS Healthy 196G 1.95GB  99% Mo 0%
Event Viewer SISCSI(G:)  Parbition Basic NTFS Healthy 4MB  3BMB 95%  No 0%
gsmfed Folders Ssystem (C) Partition Basic  NTFS Healthy (System)  465.76 GE 460.1SGB 9%  No 0%
Local Users and Groups &HUSBL (F:)  Partition  Basic FAT Healthy {Active) 120MB  30MB 25%  No 0%

Ferformance Logs and Alert,
Device Manager
=g Storage

Removable Storage
Disk Defragmenter
Disk Management J

-8 Services and Applications

EBDisk 0 _________________________________________________________________|

Basic System (C:)

465,76 GB 46576 GB NTFS

Online Healthy (System)

Hisk 1 |

Removable USB1 (F:) i

120MB 120 MB FAT b SVStem dISk

Online Healthy fActive)

“Bpisk 2 —

Basic 5051 (G:) H

o 40 VB NTFS o Blocked USB disk
Healthy

EPDisk 3 I I

Basic PATA (D:)

1.96 GB 1,96 GE NTFS

i s o e Unblocked SCSI

e Blocked IDE

|| W Unaliocated [l Frimary partition

A
2

SAFE Block XP Version 1.1 Configuration

Eo0X

=4 DFC
=1-i= Standard Dual Channel PCHDE Contraller
= Frimary IDE Channel
+ Fﬁ IDENDiskwD C_ACT 2100L[0:0:0] [Master]
= @ Dell SAS 54R Integrated Contraller
+-aga ATA 5T350083045 SCSI Disk Device(0:0:0]
= @ Adaptec AHA-294041 PCI SCSI Contraller
+-age SCSINDiskCOMMNER[D:0:0]
- %9 USE Maszs Storage Device
+ [fﬁ USESTORMDizk[0:0:0]

P B B E @

HR&ADCO Block Unblock Setup Ewit
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SHA-1 Hash Values

Before USB 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
After USB 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
Before SCSI 16f4af461687e4e9eeea2c69bd797¢594496e139
After SCSI 16f4af461687e4e9eeea2c69bd797¢594496e139
Before IDE 75fd8b59c0645a2e9¢1564e0dd98cfb168e2a5b8
After IDE 75fd8b59¢c0645a2e9¢1564e0dd98cfb168e2a5b8

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 11:16:34 2008

Test case: SWB-11
Command set: RWOVU
Number of drives: 3

Protection pattern:  PUP
Test administered by: PC
Details logged to file: SWB-11.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED
Test Category Allowed Blocked Total

Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP'S ................ 15 0 15
Read CDB's 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

SWB-011 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.12 Test Case SWB-12

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of three drives protected with the
pattern PPU. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

O Computer Management

= Pl Action View  Window  Help

er B@ D BB
(=) Computer Management (Lacal) || volume: [ Layout [ Type [ File System | status | capacity | Free Space | % Free | Fault Tolerance | Overhead |
=-jl System Tools Partition  Basic NTFS Healthy 196G 195GB  99%  No 0%
(5] Event viewer SIsCsl(G:)  Partition Basic NTFS Healthy dOME VB 95%  No 0%
%Shared Falders (SIsystem (C:) Partition Basic NTFS Healthy (System) 465.76 GB 460.15GB  98%  Na 0%
LocalUsersand Groups || 1jcp1 (F1)  Partition Basic FAT Healthy (Active)  120ME  30MB &% No 0%
Performance Logs and Alert;
Device Manager
=-{Eg Storage
Removable Starage
Disk Defragmenter
Disk Management
@ Services and Applications
e ZBpisk 0 1
Basic System (C:)
465.76 GB 465,76 GB NTFS
Oriine Healthy (System)
Hpisk 1 |
Removable usB1 (F:) H
120 ME: 120 MB FAT L4 System d|Sk
Online Healthy (ictive)
EPDisk 2 |
Basic scsl {G:) H
40 MB 40 MB NTFS ® B|0Cked USB dISk
Online Healthy
EPDisk 3 I ——
Basic PATA (D3)
1.96.68 1,96 G WTFS 41D L Blocked SCSI
Orline Healthy Unillocat
e Unblocked IDE
< 3 || M Unallocated W Primary partition

SAFE Block XP Version 1.1 Configuration

i SAFE Block XP By ForensicSoft

=5 DFC

= Standard Dual Channel PCIIDE Controller

=i Frimary IDE Channe|

¥ |DE\Disk\WDC_ACTZ100L[0:0:0] [M aster]

= C Dell 545 5/4R Integrated Controller

+-<g» 4TA ST350083045 SC5I Disk Device[0:0:0]
= C Adaptec AHA-234040 PCI 5C51 Controller

+ [['ﬁ SC5INDiskCONMER[D:0:0]
= % USE Mass Storage Device

+ [['ﬁ USBSTORNDisk[0:0:0]

& @ ©

Black Unblack Setup Exit
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SHA-1 Hash Values

Before USB 8d4a759a29a99b9a5320d7b7f9a06£fd288215d40
After USB 8d4a759a29a99b9a5320d7b7{9a06fd288215d40
Before SCSI c777efc1064c09bb2eda7df302ffc8feS5e5e8elf
After SCSI c777efc1064c09bb2eda7df302ffc8feS5e5e8elf
Before IDE 830c1310c48045e0be371bb6724ee06f77cf4995
After IDE 830c1310c48045e0be371bb6724ee06f77cf4995

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 11:28:48 2008

Test case: SWB-12
Command set: RWOVU
Number of drives: 3

Protection pattern:  PPU
Test administered by: PC
Details logged to file: SWB-12.log

##%% Test results summary (see logfile for details) **#%#*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's .. 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
4 0 4
0 8 8
15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP'S ..........c..... 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-012 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked on the unblocked disks.
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7.13 Test Case SWB-13

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern NOT_MIDDLE. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

g Computer Management Qﬁlg‘
=) Fle Action Yiew indow Help =l=1x]
o O PHE XSS QE
= Computer Management: {Local) Yolume | Layout | Type [ File System [ status | capacity | Free Space | % Free | Fault Tolerance | overhead |
=i, Svstem Tooks SIPATA(D:)  Partition  Basic  MTFS Healthy L96GB  1.95GB 99% Mo 0%
# ] Event Viewer EEIEN  Patition Basic NTFS Healthy 40ME 38 B 9% Mo 0%
& g Shared Folders (ISystem (C:) Partition Basic NTFS Healthy (System) 455.76GB 460.13GB  96% Mo 0%
) % Local Usersand Groups | Bpy (F)  Partition Basic FAT Healthy (Active) 120MB 30 MB 25% Mo %
G & Performance Logs and Alert! | @ \cps (e partition Basiz FAT Healthy (Active) 120MB 104 MB 86% Mo [
Device Manager
=& Storage

& Removable Storage
Disk Defragmenter
Disk Managemeri:
- Services and Applications

i
&Ppisk 0 1

Basic System (C:)
465.76 GB 465,76 GB NTFS
Online Healthy (System)

Hpisk 1 L]

Removable usB1 (F:; i
oo T e System disk
Orline Healthy {Active)

EPDisk 2 I

Basic 5C51 (G:)

Snine Rectty ¢ Blocked USB disk 1

Hpisk 3 I
Bissic PATA (D)

Sine ey st e Blocked USB disk 2

Hpisk 4 L]
Remavable USB2 (E:)
120 MB 120 MB FAT

Online Healthy (Active) ° U n b|OCked SCSI

|| W Unallocated I Primar partion

~
v

e Unblocked IDE

SAFE Block XP Version 1.1 Configuration

- I
=iz Standard Dual Charnel PCLIDE Controller
= Frimary IDE Channel
+-ge |DENDiskWDC_ACT2100L[0:0:0] [Master]
- @ Dell SAS B4R Integrated Contraller
+ 5 ATA ST350083045 SC51 Disk Dewvice[0:0:0]
= @ Adaptec AHA-2340410 PCI 5CS1 Contraller
+2ge SCSINDiskCONMER[D:0:0]
= % LSE Mass Storage Device
= (f USBSTORNDisk]0:0:0]
ke E:FAT 120 ME
= (f USBSTORNDisk]0:0:0]
b F: Unknown FS[0xel120 MB

E] @

Setup Exit

SHA-1 Hash Values
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Before USB 1 8d4a759a29a99b9a5320d7b7f92a06fd288215d40
After USB 1 8d4a759a292a99b9a5320d7b7{9a06fd288215d40
Before SCSI d11bfdd0071175d030015e9ceec97272e485074d
After SCSI d11bfdd0071175d030015e9ceec97272e485074d
Before IDE 33e01a28a0ef29ebb6e06f646b515f4c4b3e28d5
After IDE 33e01a28a0ef29ebb6e06f646b515f4c4b3e28d5
Before USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2

Tue Jun 17 12:09:23 2008

Test case: SWB-13
Command set: RWOVU
Number of drives: 4

Protection pattern:  PUUP
Test administered by: PC
Details logged to file: SWB-13.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's . . 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's .. 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED
Test Category Allowed Blocked Total
0 4
8 8
0 15
0o 27
34 34
Other CDB's 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDBs............. 0 53 53

SWB-013 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked to the unblocked disks.
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7.14 Test Case SWB-14

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern HIGH. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& g Removable Storage
Disk Defragmenter

Disk Managemeni:

1
-{B Services and Applications
B Hpisk 0 |
Bissic System (C:)
465.76 GB 465,76 GB NTFS
Online Healthy (System)
Hpisk 1 I
Remavable USB1 (F:) i
I e e System disk
Online Healthy (Active)

Episk 2 I

e il e Blocked USB disk 1

Online Healthy
“Ppisk 3 I —
Basic PATA (D2)

el st ® Unblocked USB disk 2

Hpisk 4 I

Remavable usB2 (E:)

LR ookt htie) e Unblocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Blocked IDE

SAFE Block XP Version 1.1 Configuration

T
=] Standard Dual Channel PCIIDE Controller
=2y Primary IDE Charinel
= [’:ﬁ IDENDiski/DC_ACT 21 00L[0:0:0] [Master]
ks 00 MTFS 2008 ME
= @ Dell SAS B4R Integrated Controller
+ -5 ATA ST3E0083045 SC5I Disk Dewvicell:0:0]
= @ Adaptec AHA-294041 PCI SCSI Contraller
+-age SCSINDiskCOMMNER[D:0:0]
= % USE Masge Storage Device
= (f USBSTORNDisk(0:0:0]
b E:FAT 120 MB
—|-g USBSTORMWDisk[0:0:0]
Ak F Unknown F5[0:e]1 20 ME
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SHA-1 Hash Values

Before USB 1 8d4a759a29a99b9a5320d7b7f92a06fd288215d40
After USB 1 8d4a759a292a99b9a5320d7b7{9a06£fd288215d40
Before SCSI d11bfdd0071175d030015e9ceec97272e485074d
After SCSI d11bfdd0071175d030015e9ceec97272e485074d
Before IDE b0c02d76bbd3052c44c26d904fe6b79818dd 1113
After IDE b0c02d76bbd3052c44c26d904fe6b79818dd 1113
Before USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

After USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 12:22:31 2008

Test case: SWB-14
Command set: RWOVU
Number of drives: 4

Protection pattern:  UUPP
Test administered by: PC
Details logged to file: SWB-14.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .... 80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .... 80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's . 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's .. e 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
0 4
8 8
0 15
0o 27
34 34
Other CDB's 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDBs............. 0 53 53

SWB-014 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked to the unprotected disk.
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7.15 Test Case SWB-15

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern NOT_FIRST. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Basic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 M8 FAT H
Online Healthy (Active) b SVStem dISk
ZPDisk 2 I

Basic SCSI (G:)

40 MB 40ME NTFS

Orine Healthy ° Blocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

e Unblocked USB disk 2
SBisk 4 |
Removable usB2 (E3)

120 MB 120 MB FAT

Online Healthy (Active)

e Blocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Blocked IDE

SAFE Block XP Version 1.1 Configuration

-
= Standard Dual Channel PCHIDE Controller
=iz Primary IDE Channel
¥ [’-"ﬁ IDEDiski/DC_ACT2100L[0: 0:0] [Master]
= @ Dell SAS 54R Integratad Controller
+-3» AT4 5T350083065 SC5I Disk Device[0:0:0]
= @ Adaptec AHA-234041 PCI 5CS1 Controller
+ [’-"ﬁ SCSINDiskCONMNER[0:0:0]
= Q USE Maszz Storage Device
=3 USBSTORNDisk[D:0:0]
Ak E:FAT 120 MB
—|-ge USBSTORMDigk[0:0:0]
A& F: Unknown FS[0xe120 MB

@

Setup Exit
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SHA-1 Hash Values

Before USB 1 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
After USB 1 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
Before SCSI 97f16b28fad547842c5fdecleal711dad610b37a
After SCSI 97f16b28fad547842c5fdecleal711dad610b37a
Before IDE ¢86242da0b0f5cd3b6a0f97d042a360720a9bd7f
After IDE ¢86242da0b0f5cd3b6a0f97d042a360720a9bd7f
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 12:35:31 2008

Test case: SWB-15
Command set: RWOVU
Number of drives: 4

Protection pattern:  UPPP
Test administered by: PC
Details logged to file: SWB-15.1og

*#%% Test results summary (see logfile for details) *****

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's e 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's . 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

SWB-015 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result three times in this test —
Variation 1 described in Section 2.1. Note that this is conservative blocking, which is
generally considered good for forensics. Otherwise, all write commands were
blocked to the protected disk and no commands were blocked to the unprotected disk.
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7.16 Test Case SWB-16

This case tests SAFE Block XP VI1.1’s compliance with optional assertions SWB-AO-01
through SWB-AQO-06. It issues all possible commands to a set of four drives protected with the
pattern EVEN. The expected result of this test is SAFE Block XP V1.1 will:

eBlock all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

ePass all commands from the READ and OTHER categories issued to protected drives

ePass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Bissic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 M 120 MB FAT L] i
Online Healthy (Active) SyStem dISk
ZPDisk 2 I

Basic SCSI (G:)

ine iy ® Blocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

Onine Healthy Ulaca ° Unblocked USB disk 2
Hpisk 4 |
Removable usB2 (E3)

120 MB 120 MBFAT

Online Healthy {Active)

e Blocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Unblocked IDE

SAFE Block XP Version 1.1 Configuration

=
=iz Standard Dual Channel PCIIDE Controller
- Frimary IDE Chanrel
+-age |DEADIskMWDC_ACT2100L[0:0:0] [Master]
- @ Dell SAS 5/R Integrated Contraller
+- a5 ATA ST3A0083045 SC5I Disk Device[0:0:0]
= @ Adaptec AHA-294040 PCI 5CSI Contraller
+ [fﬁ SCSMDiskCOMMER[D:O:0]
= % USE Mazs Storage Device
= USBSTORADIsk[0:0:0]
#k B FAT 120 MB
=] USBSTORNDizk[0:0:0]
b F: Unknown FS[0xe]1 20 ME

@

Setup Exit
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a50471fee8c3d6bdf

After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf

Before SCSI 52854e406ac0edb5c7089ab87390b27634ae0dch
After SCSI 52854e406ac0edb5c7089ab87390b27634ae0dcb
Before IDE d0c63c21ea088e75be27099497a1c9a6e46113bc
After IDE d0c63c21ea088e75be27099497alc9a6e46113bc
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 12:56:41 2008

Test case: SWB-16
Command set: RWOVU
Number of drives: 4

Protection pattern:  UPUP
Test administered by: PC
Details logged to file: SWB-16.log

##%% Test results summary (see logfile for details) **#%#*

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0
Other IRP's 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .... 80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8 8
Other IRP's 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive4

Device is software WRITE PROTECTED

Test Category Allowed Blocked Total

Read IRP's .......c.c....... 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

SWB-016 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disks and no commands were blocked to the unprotected disks.
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7.17 Test Case SWB-17

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern ODD. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Basic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 M8 FAT H
Online Healthy (Active) b SVStem dISk
ZPDisk 2 I

Basic SCSI (G:)

40 MB 40ME NTFS

Crins Hesliy e Unblocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

e Blocked USB disk 2
SBisk 4 |
Removable usB2 (E3)

120 MB 120 MB FAT

Online Healthy (Active)

e Unblocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Blocked IDE

=i DFC
=12 Standard Dual Channel PCHIDE Controller
=1-{=) Primary IDE Channel
+ [’-"ﬁ IDENDskiWDC_ACT 210000 0:0] [Master]
= @ Dell SAS B4R Integrated Caontroller
+-ega ATA ST350083045 SCSI Disk Deviee[0:0:0]
- @ Adaptec AHA-23404/0 PCI SCS1 Controller
+-=g» SCSINDizk COMMER[C:0:0]
= ﬁ&b USE Mazz Storage Device
+| =g USBSTORMDIsk[0:0:0]
+ [fﬁ USBSTORNDsk[0:0:0]

S B B B @

HFA/DCO Block Unblock Setup Exit
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SHA-1 Hash Values

Before USB 1 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
After USB 1 8d4a759a29a99b9a5320d7b7f9a06fd288215d40
Before SCSI 51¢8292cce81e33df439ae0act4c809d64fd08ac

After SCSI 51¢8292cce81e33df439ae0act4c809d64fd08ac

Before IDE 727332bd361aeac88c7daec37e23656429d0c05
After IDE 727332bd361aeac88c7daec37e2365642f9d0c05
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 13:06:57 2008

Test case: SWB-17
Command set: RWOVU
Number of drives: 4

Protection pattern:  PUPU
Test administered by: PC
Details logged to file: SWB-17.log

##%% Test results summary (see logfile for details) **#%#*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 0 8
Other IRP's 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .... 80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4

Write IRP's ... . 0 8 8

Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4

Write IRP's ............... 8 0 8

Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's ... 80 0 80
Undefined CDB's............. 53 0 53

SWB-017 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disks and no commands were blocked to the unprotected disks.
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7.18 Test Case SWB-18

This case tests SAFE Block XP VI1.1’s compliance with optional assertions SWB-AO-01
through SWB-AQO-06. It issues all possible commands to a set of four drives protected with the
pattern FIRST. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Basic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 M8 FAT .
Online Healthy (Active) L4 SVStem dISk
ZPDisk 2 I

Basic SCSI (G:)

40 MB 40ME NTFS

Onine Heality e Unblocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

4MB
Oniine Healthy Unallocats i

® Blocked USB disk 2
Hpisk 4 I
Removable usB2 (E3)
120 MB 120 MB FAT
Oniine Healthy (Active)

e Blocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Unblocked IDE

SAFE Block XP Version 1.1 Configuration

T
=] Standard Dual Channel PCIIDE Controller
=2y Primary IDE Charinel
+-age |DENDiskMWD C_ACT 2100L[0:0:0] [Master]
= @ Dell 545 B4R Integrated Controller
+-2§s ATA ST350083045 5C5| Disk Device[0:0:0]
= @ Adaptec AHA-29404810 PCl SCSI Controller
+ ['-":]] SCSI\DigkCOMMER[C:0:0]
= G& USE Mass Storage Device
—|-ge USBSTORMDisk[0:0:0]
b E:FAT 120 MB
=) USBSTORMDisk[D:0:0]
Ak F Unknaown F5(0xe]1 20 ME
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a50471fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
Before SCSI Oec8e25ab3ce5¢cb229b1a6a6c2190d6570219¢34
After SCSI Oec8e25ab3ce5cb229b1a6a6¢2190d657029e34
Before IDE 6071c4bff922c2d5503a388320056b274e114fc8
After IDE 607 1c4bff922c2d5503a388320056b274e114fc8
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 13:18:27 2008

Test case: SWB-18
Command set: RWOVU
Number of drives: 4

Protection pattern:  PPUU
Test administered by: PC
Details logged to file: SWB-18.1og

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4

Write IRP's ....... 0 8 8

Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's . 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's .......c.c....... 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-018 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disks and no commands were blocked to the unprotected disks.

57 | University of Rhode Island Digital Forensics Center Report



7.19 Test Case SWB-19

This case tests SAFE Block XP VI1.1’s compliance with optional assertions SWB-AO-01
through SWB-AQO-06. It issues all possible commands to a set of four drives protected with the
pattern FIRST. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Basic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 M8 FAT H
Online Healthy (Active) b SVStem dISk
ZPDisk 2 I

Basic SCSI (G:)

40 MB 40ME NTFS

Crins Hesliy e Unblocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

e Blocked USB disk 2
SBisk 4 |
Removable usB2 (E3)

120 MB 120 MB FAT

Online Healthy (Active)

e Unblocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Unblocked IDE
SAFE Block XP Version 1.1 Configuration

74 SAFE Block XP By ForensicSoft

=@
=1-{=} Standard Dual Channel PCIIDE Controller
=i Primary IDE Charinel
+-sige |DEADisk\WDC_ACT2100L[0:0:0] [Master]
= @% Dell SAS 54R Integrated Contraller
+-agm ATA STIE0083045 SCSI Disk Device[D:0:0]
- @% Adaptec AHA-254041 PCI SCS1 Contraller
+-2ge SCSIN\DiskCOMMER[0:0:0]
= %ﬁ USE Mazz Storage Device
—|-=ge USBSTORDizk[0:0:0]
Ak E:FAT 120 MB
= USBSTORMDisk[D:0:0]
Ak F: Unknown FS[0=e]120 ME

©]

Setup Exit
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a50471fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
Before SCSI 355e7a794b51edeb4c23a8fea35205a6f4c3457e
After SCSI 355e7a794b51edeb4dc23a8fea35205a6f4c3457¢e
Before IDE 6071c4bff922c2d5503a388320056b274e114fc8
After IDE 607 1c4bff922c2d5503a388320056b274e114fc8
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

N IST Software Write Blocker Test Suite V1.2
Tue Jun 17 13:29:19 2008

Test case: SWB-19
Command set: RWOVU
Number of drives: 4

Protection pattern:  PUUU
Test administered by: PC
Details logged to file: SWB-19.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's . 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4

Write IRP's ....... 8 0 8

Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's ... 80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED
Test Category Allowed Blocked Total
Read IRP's .......c.c....... 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-019 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disks and no commands were blocked to the unprotected disk.

60 | University of Rhode Island Digital Forensics Center Report




7.20 Test Case SWB-20

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern MIDDLE. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Basic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 M8 FAT H
Online Healthy (Active) b SVStem dISk
ZPDisk 2 I

Basic SCSI (G:)

40 MB 40ME NTFS

Onine Hesliy e Unblocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

e Unblocked USB disk 2
SBisk 4 |
Removable usB2 (E3)

120 MB 120 MB FAT

Online Healthy (Active)

e Blocked SCSI

|| M Unallocated W Frimary partiion

~
~

e Blocked IDE

=i DFC
=12 Standard Dual Channel PCHIDE Controller
=1-{=) Primary IDE Channel
+ [’-"ﬁ IDENDskiWDC_ACT 210000 0:0] [Master]
= @ Dell SAS B4R Integrated Caontroller
+-ega ATA ST350083045 SCSI Disk Deviee[0:0:0]
- @ Adaptec AHA-23404/0 PCI SCS1 Controller
+ [fﬁ SC5IMDiskCOMMER([D:0:0]
= ﬁ&b USE Mazz Storage Device
+| =g USBSTORMDIsk[0:0:0]
+| =g USBSTORMDIsk[0:0:0]

& ® @

Block Unblack Setup Exit
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a50471fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
Before SCSI a8e28279edf82e5b7e0e0dbb27d635da62b4e98a
After SCSI a8e28279edf82e5b7e0e0dbb27d635da62b4e98a
Before IDE 706eff40ffd59a55521a1€9¢949567aa894dddb1
After IDE 706eff40ffd59a55521a1€9¢949567aa894dddb1
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 13:40:02 2008

Test case: SWB-20
Command set: RWOVU
Number of drives: 4

Protection pattern:  UPPU
Test administered by: PC
Details logged to file: SWB-20.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's . 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... . 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-020 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result twice in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disks and no commands were blocked to the unprotected disks.
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7.21 Test Case SWB-21

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern NOT_LAST. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

5 Computer Management ==
=) Fle  Attion  view window Help =1 |
s DEEE DX S S Q6B
=) Computer Management (Local) | [ Volume [ Layout | Type | File System | status [ Capacity [ Free space [ % Free [ Faulk Tolerance [ overhead [
= ﬁ System Taols SIPATA(D:)  Partition Basic NTFS Heslthy 1.96 GB 1.95GB 9% Mo 0%
G {g]] Evert Viewer Partition  Basic NTF3 Healthy 40 M 38 MEB %% Mo 0%
& % Shared Folders SDsystem (C:) Partition Basic  NTFS Healthy (System] 46576 GB 460.13GB  98%  No %
@ #4 Local Users and Groups HUSB1 (F:)  Partition Basic FAT Healthy (Active)  120ME 30 ME 5% Mo %
@l Performance Logs and Alertd o8 jcp> (1) partition Basic  FAT Healthy [Active) 120ME  104ME 8% Mo %
Device Manager
=8 Storage

& @& Removable Storage
Disk Defragmentar
Disk Management
-{B Services and Applications

g
Episk 0 |

Bissic System (C:)

465.76 GB 465,76 GB NTFS

Online Healthy (System)

Hpisk 1 I

Remavable USB1 (F:)

120 MB 120 MB FAT H
i Bl e System disk
ZPDisk 2 I

Basic SCSI (G:)

ine iy ® Unblocked USB disk 1

ZPpisk 3 I —
Basic PATA (D2)
1.96 GB 1,96 GB NTFS

4 MB
Online Healthy Unallocats ) Blocked USB disk 2
Hpisk 4 I

Remavable usB2 (E:)
120 MB 120 MB FAT

Online Healthy {Active) ° Blocked SCSl

|| M Unallocated W Frimary partiion

~
~

e Blocked IDE

SAFE Block XP Version 1.1 Configuration

-
= Standard Dual Channel PCHIDE Controller
=124 Primary IDE Charinel
- [fﬁ IDENDiskwD C_ACT 21 00L[0:0:0] [ aster]
= @ Dell SAS B4R Integrated Controller
+ -5 ATA ST3E0083045 SC5I Disk Devicel0:0:0]
= @ Adaptec AHA-294041 PCI SCSI Contraller
+ [fﬁ SC5I\DiskCOMMER[C:0:0]
- %9 USE Maszs Storage Device
—|-ge USBSTORMNDisk[0:0:0]
ks E:FAT 120 MB
= (f USBSTORNDisk(0:0:0]
Ak F: Unknown FS[0xe]120 MB
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢59db5060a50471fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
Before SCSI f865eadcf33df57cc9dc82¢259ebe31357722341
After SCSI f865eadcf33df57cc9dc82¢c259%be31357722341
Before IDE 7b7bf9786d64731040abd73016403caf760e7179
After IDE 7b7bf9786d64731040abd73016403caf760e7179
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 13:51:04 2008

Test case: SWB-21
Command set: RWOVU
Number of drives: 4

Protection pattern:  PPPU
Test administered by: PC
Details logged to file: SWB-21.log

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's . 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDBss............. 0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... . 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-021 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result three times in this test —
Variation 1 described in Section 2.1. Note that this is conservative blocking, which is
generally considered good for forensics. Otherwise, all write commands were

blocked to the protected disks and no commands were blocked to the unprotected
disk.
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7.22 Test Case SWB-22

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-06. It issues all possible commands to a set of four drives protected with the
pattern LAST. The expected result of this test is SAFE Block XP V1.1 will:
e Block all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED
categories issued to protected drives
e Pass all commands from the READ and OTHER categories issued to protected drives
e Pass all commands from all categories issued to unprotected drives

Drive Configuration

LI Computer Management Q@‘@‘
=) File Action View lWindow Help ==l
e B@E2E PXES HE
[, Computer Managemen {Local) volume [ Layout [ Type | File System | Status [ capacty | Free Space | % Free | Fault Tolerance | overhead |
= i System Tooks SIpATh (D) Partition Basic NIFS Healthy 1.95GB  195GB  99% Mo 0%
- {4 Event Viewer Partition  Basic HTFS Healthy 4OMB  38MB 95% Mo 0%
® g shared Folders (SJ5ystem (i) Partkion Basic NTFS Healthy (System) 465.76GE 460.13GE  98% Mo 0%
& Local Users snd Groups || Bl gy () parttion Basic FAT Healthy (Active)  120MB 30MB ®% Mo 0%
1+l Performance Logs and Alert! | Bicpy (£ parttion Basic FAT Heahy (Active) 1Z20MB  104MB  86% Mo 0%
2, Device Manager
=& Storage
* Remawable Storage
Disk Defragmenter
Dick Management
@ 4 Services and Applications
@ EPpisk 0
Basic System (C:)
465.76 GB 465,76 GB MTFS
Crline Healthy (system)
Hisk 1 I

Removable USB1 {F:)

Gatig Rl e System disk
EPDisk 2 . |
Basic SCSI (G:)
e Hedty i
e Blocked USB disk 1
EPDisk 3 | |
Basic PATA (D3}
1.96 GB 1,96 GB NTFS
Cnline Healthy Unallocat: .
Hisk 4 | hd UanOCked USB dISk 2
Removable usB2 (E:}
120MB 120 MB FAT
Online: Healthy (Active)

e Unblocked SCSI

~
v

|| W Unalocated W Primany partiion

e Unblocked IDE
SAFE Block XP Version 1.1 Configuration

- DI
—|-i=y Standard Dual Chanmel FCIIDE Controller
=i Primary IDE Charinel
+)-age |DENDiskiDC_ACT 21 00L[0:0:0] [Master]
= @ Dell SAS B4R Integrated Contraller
+-25s ATA ST350083045 SCSI Disk Device(0:0:0]
= @ Adaptec AHA-2940a0U PCI SCS1 Controller
+|-age SCSIA\DiskCOMMER[O:0:0]
= GEP USE Mass Storage Device
=l USBSTORMDisk[D:0:0]
Ak E:FAT 120 MB
—|-age USBSTORMDisk[0:0:0)
Ak F: Unknown FS[0xe]1 20 MB

@

Setup Exit
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢59db5060a50471fee8c3d6bdf
Before SCSI 7e4206eb3d922702638b07f5b8f308670c1a8ec
After SCSI 78ee07c6a66faa80c00c92328de3f03d6efd0711

Before IDE 51b99d344a97ddbfe9355fb10480bff687effcdd

After IDE de0e9e62c81988a8a284880eeeeS5c2fbe2e39¢70
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 14:02:21 2008

Test case: SWB-22

Command set: RWOUV

Number of drives: 4

Protection pattern:  UUUP

Test administered by: PC

Details logged to file: SWB-22.log
##%% Test results summary (see logfile for details) **#%#*

Testing device \\.\PhysicalDrivel

Device is software WRITE ENABLED

Test Category Allowed Blocked Total

Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's 27 0 27
Write CDB's 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .... 80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2

Device is software WRITE ENABLED

Test Category Allowed Blocked Total

Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's .. 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ......0 80 80
Undefined CDB's............. 0 53 53

SWB-022 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result in this test — Variation 1
described in Section 2.1. Note that this is conservative blocking, which is generally
considered good for forensics. Otherwise, all write commands were blocked to the
protected disk and no commands were blocked to the unprotected disks.
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7.23 Test Case SWB-23

This case tests SAFE Block XP V1.1’s compliance with optional assertions SWB-AO-01
through SWB-AO-08. It is run using the BOOT protocol, in which all configured drives are
protected, the system is rebooted and all possible commands issued to all drives. The expected
result of this test is SAFE Block XP V1.1 will:

eBlock all commands from the WRITE, VENDOR_SPECIFIC, and UNDEFINED categories
issued to protected drives

ePass all commands from the READ and OTHER categories issued to protected drives
ePass all commands from all categories issued to unprotected drives
eDisplay a message indicating each command blocked

Drive Configuration

O Computer, Management DEX
=) Fle Action View Window Help ==l
& BE2E AXEEa R
=), Camputer Management {Local) Volume [ Layout | Type [ File System | Status [ Capacity [ Free Space | % Free | Fault Tolerance | Overhead |
= i, System Tools SIPATA (D) Partiton Basic NTFS Heathy 19668 1.95GB  93% Mo 0%
=} Event Viewer Partition Basic MTFS Healthy 40MB 38MB 95 % Mo 0%
=) E Shared Folders (SDsystem (C:) Partition Basic NTFS Healthy (System)  465.76 B 460.13GB 98% Mo 0%
4 Local Users and Groups BusBl (F)  Parthion Basic FAT Healthy (active) 120 MB 30MB 9% Mo 0%
f) Performance Logs and Alert: | @157 (£:y  partition Basic FAT Heathy (active)  120MB 104MB  86% Mo 0%
) Device Manager
=g Storage
-3 Removable Storage
Disk Defragmenter
Disk Management
- s d Applicati
i B “iricaz e gpizations p—
Basic System (C:)
465.76 GE 465.76 GB NTFS
Criine Healthy (system)
éDlsk 1 |
Remavable USBL (F:) .
120 MB 120 ME FAT d k
& oy e System dis
Ppisk 2 I
SSSJB 5CsI (G:)
40 MBNTFS .
oo peat ® Blocked USB disk 1
EPpisk 3
Basic PATA (D)
Losae 1.96 6B HTFS 4 M8
nline: Healthy Unallocats .
® Blocked USB disk 2
Hpisk 4 I
Remavable usB2 (£
120MB 120 1B FAT
Online Healthy (Active)
® Blocked SCSI
< 3 || Ml Unalocated [l Primar partition
® Blocked IDE
= SAFE Block XP By ForensicSoft A=)

=@
=1-{=} Standard Dual Channel PCIIDE Controller
== Primary IDE Charinel
¥ [’-"_ﬁ IDE\Disk'WDC_ACT2100L[0:0:0] [Master]
= @% Dell SAS 54R Integrated Contraller
+-agm ATA STIE0083045 SCSI Disk Device[D:0:0]
- @% Adaptec AHA-254041 PCI SCS1 Contraller
* [’-’ﬁ 5C51NDiskCONMER[0:0:0]
= %ﬁ USE Mazz Storage Device
= ff USBSTORADisk[D:0:0]
Ak E:FAT 120 MB
= USBSTORMDisk[D:0:0]
Ak F: Unknown FS[0=e]120 ME

©

Setup Exit
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a50471fee8c3d6bdf

After USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf

Before SCSI af19e2cc2a203a56a921893521472£22d1968109
After SCSI af19e2cc2a203a56a921893521472f22d1968109
Before IDE 6b17ad14d7843475d7623b3fb89%e46cede9f5fcO
After IDE 6b17ad14d7843475d7623b3fb89%e46cede9f5fcO
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 14:14:58 2008

Test case: SWB-23
Command set: RWOVU
Number of drives: 4

Protection pattern:  PPPP
Test administered by: PC
Details logged to file: SWB-23.1og

*#%% Test results summary (see logfile for details) ***#%*

Testing device \\.\PhysicalDrivel
Device is software WRITE PROTECTED

Test Category

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ....... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's 27 0 27
Write CDB's 0 34 34
Other CDB's 61 1 62
Vendor Specific CDB's .....0 80 80
Undefined CDB's....... 0 53 53

Testing device \\.\PhysicalDrive2
Device is software WRITE PROTECTED

Allowed Blocked Total

Read CDB's
Write CDB's

Other CDB's ..............
Vendor Specific CDB's
Undefined CDB's.......

4 0 4

0 8 8
15 0 15
27 0 27
0 34 34
61 1 62
...... 0 80 80
0 53 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ... . 0 8 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's ................ 0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ...... 0 80 80
Undefined CDB's............. 0 53 53

Testing device \\.\PhysicalDrive4
Device is software WRITE PROTECTED

Test Category Allowed Blocked Total
Read IRP's ................. 4 0 4
Write IRP's ............... 0 8 8
Other IRP's ................ 15 0 15
Read CDB's .........c...... 27 0 27
Write CDB's ... .0 34 34
Other CDB's ................ 61 1 62
Vendor Specific CDB's ..... 0 80 80
Undefined CDB's............. 0 53 53

SWB-023 Test result analysis

SAFE Block XP Version 1.1 had one unexpected result four times in this test —
Variation 1 described in Section 2.1. Note that this is conservative blocking, which is
generally considered good for forensics. Otherwise, all write commands were
blocked to the protected disks.
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This case tests SAFE Block XP V1.1’s compliance with mandatory assertions SWB-MO-03
through SWB-MO-09 and optional assertion SWB-AO-07. It is run using the UNINSTALL
protocol, in which SAFE Block XP V1.1 is de-installed, the system is rebooted and all possible
commands are issued to all drives. The expected result of this test is that commands from any

7.24Test Case SWB-24

category will not be blocked for any drive.

Drive Configuration

LI Computer Management

=) Fle Action Yiew indow Help =]
o O PHE XSS QE
= Computer Management fLocal) || volume: | Layout | Type [ File System [ status | Capacity | Free space [ % Free | Fault Tolerance | Owerhead |
=} E System Tools SIpATA (D) Partition Basic NTFS Healthy 1.96GB 1.95 GB 99 % Mo 0%
(&) Event Viever EEIEN  Patition Basic NTFS Healthy 40ME 38 MB %% Mo 0%
g Shared Folders (SISystem (C:) Partition Basic NTFS Healthy (System) 465.76/GB 460.13GB  98% Mo 0%
Local Users and Groups USB1(F:)  Partition Basic FAT Healthy (Active) 120MB 30 MB 25% Mo 0%
Performance Logs and Alert) | @) \cpo ey partiion Basic FAT Healthy (Active) 120 MB 104 MB &% Mo 0%
Device Manager

=& Storage
Rernovable Storags
Disk Defragmenter

Disk Managemeri:

- Services and Applications

EPpisk 0

Basic System (C:)

465.76 GB 465,76 GB NTFS

Oniline Healthy (System)

Hpisk 1 I

Removable usB1 (F:)

120 MB 120 MB FAT

Oniline Healthy (Active)

EPpisk 2 I

Bissic 5C51 (G:)

40 B 40V NTFS

Oniine Healthy

Hpisk 3 I
Bissic PATA (D)

1.95 GB 1.96 GB NTFS 4B
Online Healthy Unallocsts
Hpisk 4 I

Remavable USB2 (E:)

120MB 120 MB FAT

Online Healthy (Active)

~
v

|| W Unallocated I Primar partion

SAFE Block XP Version 1.1 Configuration

%5 SAFE Block XP By ForensicSoft =T

=@
=1-{=} Standard Dual Channel PCIIDE Controller
=i Primary IDE Charinel
+age |DEADiskMWDC_ACT21000[0:0:0] [Master]
= @% Dell SAS 54R Integrated Contraller
+-agm ATA STIE0083045 SCSI Disk Device[D:0:0]
- @% Adaptec AHA-254041 PCI SCS1 Contraller
+-2ge SCSIN\DiskCOMMER[0:0:0]
= %ﬁ USE Mazz Storage Device
—|-=ge USBSTORDizk[0:0:0]
Ak E:FAT 120 MB
=g USBSTORDizk[0:0:0]
Ak F: Unknown FS[0=e]120 ME

©]

Setup Exit

System disk
Unblocked USB disk 1
Unblocked USB disk 2
Unblocked SCSI

Unblocked IDE
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SHA-1 Hash Values

Before USB 1 lee03a5e5¢45f4¢c59db5060a5047 1fee8c3d6bdf
After USB 1 lee03a5e5¢45f4¢59db5060a50471fee8c3d6bdf
Before SCSI d7cdecbbfec2a88e1194fdf124c082d4f243caec

After SCSI d7c4ecbbfec2a88e1194fdf124c082d41243caec

Before IDE S5acbe73935894f091ca07fal08bc2ac46438eaSc
After IDE Sacbe73935894f091ca07fal08bc2ac46438ea5c
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢3850eb93

NIST Software Write Blocker Test Suite V1.2 Output Summary

NIST Software Write Blocker Test Suite V1.2
Tue Jun 17 14:24:57 2008

Test case: SWB-24
Command set: RWOVU
Number of drives: 4

Protection pattern:  UUUU
Test administered by: PC
Details logged to file: SWB-24.log

###% Test results summary (see logfile for details) *#%*%*

Testing device \\.\PhysicalDrivel
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's 15 0 15
Read CDB's 27 0o 27
Write CDB's 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive2
Device is software WRITE ENABLED

Test Category Allowed Blocked Total
Read IRP's 4 0 4
Write IRP's 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0o 27
Write CDB's .. 34 0 34
Other CDB's 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53
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Testing device \\.\PhysicalDrive3
Device is software WRITE ENABLED
Test Category Allowed Blocked Total

Read IRP's ................. 4 0 4
Write IRP's ... . 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ................ 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

Testing device \\.\PhysicalDrive4

Device is software WRITE ENABLED

Test Category Allowed Blocked Total

Read IRP's .......c.c....... 4 0 4
Write IRP's ............... 8 0 8
Other IRP's ................ 15 0 15
Read CDB's ................ 27 0 27
Write CDB's ... 34 0 34
Other CDB's ................ 62 0 62
Vendor Specific CDB's .....80 0 80
Undefined CDB's............. 53 0 53

SWB-024 Test result analysis

SAFE Block XP Version 1.1 performed correctly - all commands were issued and
allowed on the unprotected disks.

75 | University of Rhode Island Digital Forensics Center Report



7.25Test Case SWB-25

This case tests SAFE Block XP V1.1°s compliance with mandatory assertion SWB-
AM-10. The expected result of this test is that the IMAGE operation will fail with an
I/O error and the disk hash of the test disk will be unchanged by the test.

Drive Configuration

O Computer Management

= Fle  Action View Window Help

=] |
& DE2mE DX ES @
8, Computer Management (Local) Wolume [ Layout | Type [ Fie System | Status [ Capacity [ Free Spate | % Free | Fault Tolerance [ Overhead [
= By System Tools Sdsystem (C1) Parthion Basic NTFS Healthy (System) 465,76 GB 460.10GB 98% Mo "
(5] Event viewer Huse1 (F) Parthion Basic FAT Healthy (Active) 120 MB 30 MB 5% No %
Shared Folders Husez(£)  Parthion Basic FAT Healthy (Active) 120MB  120MB 0% Na 0%
Local Users and Groups
&) Performance Logs and Alert
) Device Manager
= & Storage
Removable Storage
isk, Management 1
o 5 d Applcati
{3 Services and Applications o
Basic System (C:)
465.76 GB 465,76 GB NTFS .
Cnline Healthy (System)
Hoisk 1 I
Remawable USBL (F:)
12018 120 M FAT i
orine e e e System disk
Hisk 2 I
Remavable UsB2 (E:)
i 120 M FAT
rine: Healthy (Active) | k d d H k
® Blocked USB disk 1
® Unblocked USB disk 2
< | 5| | B Primay parttion

= %— Dell SAS B4R Integrated Controller
+-§n ATA ST350053065 SCSI Disk Device[D:0:0]

= % LSE Mass Storage Device
= (f USBSTORNDisk]0:0:0]
ke E:FAT 120 ME
=g USBSTORMDisk[0:0:0]
b F: Unknown FS[0xel120 MB
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SHA-1 Hash Values

Before USB 1 0043d9207b826£30783b98290f9542cb235a291a

After USB 1 0043d9207b826f30783b98290f9542cb235a291a

Before USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

After USB 2 3424ac5ea2777220fcd694154bab6f3¢c3850eb93
Output of imaging

Error Opening Image Segment

FTE Imagetr got the Following error while attempting to open a new segment in E;ltest : The media is write prokected, (190

Do wiou wank bo write Ehe remaining image segments in a new location?

Creating Image

Image Source: | 1. \PHYSICALDRIVEL |

Destination: | E:itest |
Status: | Failure: The media is write protected. {19300 |
Progress
| J
Elapsed time: | |

Estimated time left: | |

SWB-025 Test result analysis

SAFE Block XP Version 1.1 performed correctly - the image operation failed and the
hashes did not change.
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7.26Test Case SWB-26

This case tests SAFE Block XP V1.1’s compliance with mandatory assertion SWB-AM-
10 and optional assertion SWBAQO-08. The expected result of this test is that the

ACQUIRE operation will fail with an I/O error, and the disk hash of the test disk will be
unchanged by the test.

Drive Configuration
LI Computer, Management E\E|E\

=) Fle Action  Yew Window Help =18 x|
@0 B@EEE XSS QE
[, Computer Management {Local) valure [ Layaut | Type [ File System [ Status | Capacity | Free Space | % Free | Fault Tolerancs | Overhead |
=l System Tooks Ssystem (C:) Partition Basic  NTFS Hedlthy (System) 465.76 GE 460.10GE  98% Mo %
Event Viewer ZHUSBL(F)  Partition Basic FAT Healthy (Active) 120 MB a0 MB 25 % [ 0%
Shared Folders HUsBz (E:)  Partition Basic FAT Healthy (Active) 120MB  120MB 100% Ho 0%
Lacal Users and Groups
Ferformance Logs and Alert:
Device Manager
= &g Storage
Removable Storage
i
EPpisk 0
Basic System (C:)
465,76 GB 465,76 GB NTFS
Oriine Healthy (System)
Hpisk 1 |
Removable UsBL (F:)
120 MB 120 MB FAT i
Oniiine Healthy (Active) o Syste m d IS k
Hpisk 2 .|
Removable usB2 (E)
120 MB 120 MBFAT .
Online Healthy (Active) o Blocked USB disk 1
¢ Unblocked USB disk 2
< 5 || W Primary parttion

SAFE Block XP Version 1.1 Configuration

EoX

= Eell SAS B4R Integrated Controller
+-25 AT4 5T350083065 SC5I Disk Device[0:0:0]
= Q USE Mass Storage Device
=3 USBSTORMDisk[D:0:0]
Ak E:FAT 120 MB
—|-ge USBSTORMDIsk[0:0:0]
A& F: Unknown FS[Oxe]120 MB

@

Setup Exit
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SHA-1 Hash Values

Before USB 1 0043d9207b826f30783b98290f9542cb235a291a
After USB 1 0043d9207b826f30783b98290f9542cb235a291a
Before USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

rvethead
%
1%
15

My Flecert
Documents

Lj sller)

Desktop allest)

Qutput Path ‘?|

) Disk F: s write-protacted,
@/ File name: F.EO0! .  file cannot be saved on a write-protected disk.

Save as e Ewids File [*EO1
typ widence File [ ]

Description
File Acquired:
Logical Size:
Initialized Siza [ «pak | sk | [ concal
<

4 Case 1\ (FOD LED)

Details

SHAL.TXT

2 8 B 3 @

HF&/DCO Elack Unilack Setup Ezit

SWB-026 Test result analysis

SAFE Block XP Version 1.1 performed correctly - the operation failed and the
hashes did not change.
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7.27Test Case SWB-27

This case tests SAFE Block XP V1.1°s compliance with assertion SWB-AM-10. It is run using
the typical protocol. The expected result of this test is that the COPY command will fail with an
error message, and the hash value of the target disk will be unchanged after the test.

Drive Configuration
) Computer, Management |Z‘@‘E‘

=) File  Action  Wew indow Help == x|
o B EE BXSSEE
(8 Computer Management {Local) Valurne | Layaut [ Type | File System | status | capacity | Free Space | % Free | Fault Tolsrance | Overhead |
=iy System Tools Ssystem (C1) Partition Basic MTFS Healthy (System) 465.76GB 460.10GB  96% Mo 0%
[l Event Viewer HUSEL (F)  Partition Basic FAT Healthy (Active)  120MB  30MB 25% Mo 0%
Shared Folders MUsB2 (E)  Partition Basic FAT Healthy (Active) 120MB  120ME 100% Mo 0%
Local Users and Groups
Performance Logs and dlert:
Device Manager
= 5 Storage
Removable Storage
ZBisk 0 . |
Basic System (C)
485.76 GB 465,76 GB NTFS
Online Healthy (System)
Hbisk 1 |
Removahle USB1 (F:)
120 MB 120 ME FAT [ ] i
orine D System disk
HApisk 2 .|
Remowable UsSBZ (E:)
120 MB 120 MB FAT [ ] i
L e Blocked USB disk 1
e Unblocked USB disk 2
<4 5 || I Primary partition

SAFE Block XP Version 1.1 Configuration

= g}ell 545 B/R Integrated Controller
+ -5 ATA ST350083045 SC51 Disk Dewvice[0:0:0]
= Q USE Mass Storage Device
= (f USBSTORNDisk]0:0:0]
Ak E:FAT 120 MB
—|-=ge USBSTORMDizk([0:0:0]
4k F: Unknown F5[0xe[120 MB

T @

Setup Exit

SHA-1 Hash Values

Before USB 1 0043d9207b826130783b98290f9542cb235a291a
After USB 1 0043d9207b826f30783b98290f9542cb235a291a
Before USB 2 3424ac5ea2777220fcd694154bab6f3c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3¢c3850eb93
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cmd.exe - Write Protect Error ﬂ

@ The disk cannot be written to because it is write protected, Please remove the write pratection from the valume in drive E:.

{Cancel Y| Try Again | Continue |

A C:AWINDOWS\system 32\cmd. exe

C:s>ocopy text_txt e:x
The media iz write protected.
B file<s? copied.

(HERS

SWB-027 Test result analysis

SAFE Block XP Version 1.1 performed correctly - the operation failed and the

hashes did not change.
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7.28Test Case SWB-28

This case tests SAFE Block XP V1.1°s compliance with assertion SWB-AM-10. It is run using
the typical protocol. The expected result of this test is that the DROP operation will fail with an
error message and the hash value of the target disk will be unchanged after the test

Drive Configuration

) Computer, Management |Z\@\E\
=) File  Action  Wew indow Help == x|

e DEEE BXESaE

(8 Computer Management {Local) Valurne | Layaut [ Type | File System | status | capacity | Free Space | % Free | Fault Tolsrance | Overhead |
=iy System Tools SDsystemn (C) Partition Basic NTFS Healthy (System) 465.76GB 460.10GB  96% Mo 0%
Ewent Viewer HUSEL (F)  Partition Basic FAT Healthy (Active)  120MB  30MB 25% Mo 0%
Shared Folders MUsB2 (E)  Partition Basic FAT Healthy (Active) 120MB  120ME 100% Mo 0%
Local Users and Groups
Performance Logs and dlert:
Device Manager
=g Storage
Removable Storage
ZBisk 0 . |
Basic System (C)
485.76 GB 465,76 GB NTFS
Online Healthy (Systern)
Hbisk 1 |
Removahle USB1 (F:)
120 MB 120 ME FAT [ i
Online Healthy (Active) SyStem d ISk
HApisk 2 .|
Removable UsSBZ (E:)
120 MB 120 ME FAT Y 1
L e Blocked USB disk 1
®  Unblocked USB disk 2
<4 5 || I Primary partition

SAFE Block XP Version 1.1 Configuration

= d!?
== Dell SA5 B4R Integrated Controller
+-5ga ATA 5T350083045 SCSI Disk Deviee(0:0:0]
= G& USE Mass Storage Device
=) USBSTORMDIsk[D:0:0]
b E:FAT 120 MB
—|-ge USBSTORMDisk[0:0:0]
Ak F Unknaown F5(0xe]1 20 ME

Setup Exit

SHA-1 Hash Values

Before USB 1 0043d9207b826f30783b98290f9542cb235a291a
After USB 1 0043d9207b826f30783b98290f9542cb235a291a
Before USB 2 3424ac5ea2777220fcd694154bab6f3c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93
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Output

System (C:)

Fle Edt Wiew Favartes Tools  Help

Qe+ () (T Osesrh [ Fouers

address < C1\

v B
2

System Tasks
\r Program Files

e
T Ij WINDOWS

WindowsLipdateAgerta0-x8s. ..
Self-Extracting Cabinet
Picrasoft Corporation

Hide the contents of
this drive

2y Add or remave
programs

42 search for files or
Falders

File and Folder Tasks

] Rename this file bext ket
Text Document
[ Move this File okl =

= £l

= USB2 (E:)
File Edit Yiew

Tools  Help I
@sack - Q @ psearch [ Foders [13)+

fddress [ £y

Favorites

File and Folder Tasks (%)

29 Make anew folder

& Publish this folder to
the el

I share this folder

Other Places

§ My Computer
My Documents
[ shared Documents

=+ System (C:)
A File  Edit View

Favorites  Tools  Help

Qox - © - F | Pseart 7 romers [T

Address (< Ciy

I

System Tasks

=
e
e Ij WINDOWS
WindowsUpdateAgent
Self-Extracting Cabind
Microsaft Corporation

I Hide the contents of
this drive

Ty Addorremove
programs

) search for files or
folders

Error Copying File or Folder

Q Cannot copy text: The disk is write-protected.

Remove the write-protection or use another disk,

[ MR
LIl

——
- [B]x]

File Edit Wiew Favorites Tools Help

Qosck + () T D st [ Folders

File and Folder Tasks A)

text.bxt

i Renare this file
Text Document

[ Mowe this file

=

£l

OKE =

i My Computer
My Documents
() Shared Documents

SWB-028 Test result analysis

SAFE Block XP Version 1.1 performed correctly

hashes did not change.

S tiebaork b
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7.29Test Case SWB-29

This case tests SAFE Block XP V1.1’s compliance with assertions SWB-AM-10 and SWB-AO-
08. The expected result of this test is that the PASTE operation will fail with an error message,
and the hash value of the target disk will be unchanged after the test.

Drive Configuration
) Computer, Management |Z‘@‘E‘

=) File  Action  Wew indow Help

=18 x|
o B EE BXSSEE
(8 Computer Management {Local) Valurne | Layaut [ Type | File System | status | capacity | Free Space | % Free | Fault Tolsrance | Overhead |
=iy System Tools Ssystem (C1) Partition Basic MTFS Healthy (System) 465.76GB 460.10GB  96% Mo 0%
Ewent Viewer HUSEL (F)  Partition Basic FAT Healthy (Active)  120MB  30MB 25% Mo 0%
Shared Folders MUsB2 (E)  Partition Basic FAT Healthy (Active) 120MB  120ME 100% Mo 0%
Local Users and Groups
Performance Logs and dlert:
Device Manager
= 5 Storage
Removable Storage
“isk 0 . |
Basic System (C)
485.76 GB 465,76 GB NTFS
Online Healthy (System)
Hbisk 1 |
Removahle USB1 (F:)
120 MB 120 ME FAT ° H
orine D System disk
HApisk 2 .|
Remavable USB2 (E:)
120 MB 120 ME FAT ) i
L e Blocked USB disk 1
e Unblocked USB disk 2
<4 5 || I Primary partition

SAFE Block XP Version 1.1 Configuration

= Eell 545 54R Integrated Controller
+-5ga ATA 5T350083045 SCSI Disk Deviee(0:0:0]
= G& USE Mass Storage Device
=) USBSTORMDIsk[D:0:0]
b E:FAT 120 MB
—|-ge USBSTORMDisk[0:0:0]
Ak F Unknaown F5(0xe]1 20 ME

@

Setup Exit

SHA-1 Hash Values

Before USB 1 0043d9207b826f30783b98290f9542cb235a291a
After USB 1 0043d9207b826f30783b98290f9542cb235a291a
Before USB 2 3424ac5ea2777220fcd694154bab6f3c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6£3c3850eb93

84 | University of Rhode Island Digital Forensics Center Report



File  Edt View

Output

= System (C:)

File Edit ‘View Favorites Tools Help

°Back = o l@ psaarch

CEX Zuss2E)

Address | e C1Y

v‘Go

System Tasks
Hide the contents of
this drive

Ly Add ar remove
programs

4= Gearch far files or
Folders

File and Folder Tasks 6)

]} Rename this fils

[y Move this file

Copy this File

& Publish this file ta the
Web

(55 E-mail this File
iz Prink this file

Favortes  Tools  Help

Documents and Settings
Frogram Files

WINDOWS

WindowslpdateAgent30-x86....
Self-Extracting Cabinet
Microsoft Corporation

Open
Print

Edit

Open With

Send To

Cuk

Create Shorteut
Delete
Rename

Properties

File Edit Wiew Favorites

Tools

Help

Q- Q I pﬁear(h [ Folders

Address [ £y

File and Folder Tasks

9 Make & new folder

€ Publish this Folder to
he:

l? share this Folder

Other Places

i My Computer

[} My Documents
() hared Documents
& My Network Places

Details

UsB2 (E)

Edit  Wiew

Favorites

Toals

Help

eﬁack - Q-2 pSearch

Address e Exy

. Folders

Q- O & pSear\:h [ Folders

Address | Cil

|
System Tasks

) Hide the contents of
this drive

T4 Add or remove
programs

&) Searchfor files or
Folders

File and Folder Tasks (2} [ —

i Renarne this file
[y Move this file
Capy this file
&3 Publish this fils to the

() E-mall this fils
iy Print this file

—=
Iﬁ Documents and Settings
e
D Program Files
~
lﬂ WINDOWS
wWindowslpdate Agent30-x86.. ..
Self-Extracting Cabinst
Microsoft Corporation
Web .

text.bxt
Text Document
OKB

File and Folder Tasks

(2] Make anew folder
&8 Publish this folder to
the Web

k= share this Folder

Other Places

g My Computer
() My Documents
(=) Shared Documents
&3 My Network Places

Details

usB2 (E:)

®

Wiew

Arrange Icons By
Refresh

Paste Shortout

Undo Rename ChrHZ

Hew

Properties
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= System (C:) =13
d Fle Edt  Wiew Favorites Tools  Help I

Qe - ©Q - [T POsac [rkes [

address [am C1f

= USB2 (E:)
File Edt biew Fovortes Tools Help ar

Qe - ©  F ’OSearch [ Folders | [TT1]-

Address | S E:|

File and Folder Tasks

¥ B
System Tasks
Hide: the contents of

&
'lj Documents and Settings
this drive

Y ndd or remove 's Program
programs

47 Searchfor files or
folders

2 Make a new Folder
&3 Publish this folder to
e ieh

Error Copying File or Folder 3

Q Cannot copy text: The disk is write-protected,

Remave the write-protection or use anather disk,

File and Folder Tasks %)

W Renams this file
(3§ Mavs this file
Copy this file

&3 Publish this fils to the
Web

Documents

lared Documents
3 My Hetwork Places

text bk
Text Document
0KE

(&) E-mail this file Details

i Prink this file

USB2 (E:)

SWB-029 Test result analysis

SAFE Block XP Version 1.1 performed correctly - the operation failed and the
hashes did not change.
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7.30Test Case SWB-30

This case tests SAFE Block XP V1.1°s compliance with mandatory assertion SWB-
AM-10 and optional assertion SWBAQO-08. The expected result of this test is that the

SAVE AS operation will fail with an I/O error and the hash value of the test disk will
be unchanged by the test.

Drive Configuration

O Computer, Management

=] Fle  Action Yiew Window Help

=18 x]

& OE2E BXEs el

= Camputer jement (Local) Volume [ Layour_| Type [ File system | status [ Capacity | Free Space | % Free | Fault Tolerance | Overhead |

& il Syste SSystem (C) Fartition Basic  NTFS Healthy (System)  465.76GE 460.10GB  98% Mo 0%

£ Huse1 (7)) Part Basic FAT Healthy (Active) 120 MB 30 MB 25% Mo 0%
Husez () Fartition Basic FAT Healthy (Active)  120ME  120MB 100% Mo 0%
EPpisk 0
Basic System (C:)
465.76 GB 485,76 GB NTFS
Online Healthy (ystem)
Hpisk 1 I
Femovable usB1 (F) .
120 M8 120 M FAT [ ] m d k
Oriine Healthy (Active) SYSt e 1S
Hpisk 2 I
Removable usBz (E)
120 MB 120 MB FAT H
e ot ) e Blocked USB disk 1
® Unblocked USB disk 2
< 5 || W Primary partition

SAFE Block XP Version 1.1 Configuration

Eo0X

= giDell SAS B4R Integrated Contraller
+-§n ATA ST3E0083045 SC5I Disk Dewvicel0:0:0]
- %9 USE Maszs Storage Device
= (f USBSTORNDisk(0:0:0]
ks E:FAT 120 MB
—|-ge USBSTORMDsk[0:0:0]
b F: Unknown FS[0xe]1 20 ME

@

Setup Ewit

SHA-1 Hash Values

Before USB 1 0043d9207b826f30783b98290f9542cb235a291a
After USB 1 0043d9207b826f30783b98290f9542cb235a291a
Before USB 2 3424ac5ea2777220fcd694154bab6f3¢c3850eb93
After USB 2 3424ac5ea2777220fcd694154bab6f3c3850eb93
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Output

. Untitled - Notepad
] File Edit  Format il
tast

Savein | % USBZ [E:) (<] Lff B (-

fe
My Recent
Documents

O

Desktop

)

ty Documents

" Disk.t: is write-protected.
L A file cannot be saved on a write-protected disk,

]
.
ty Computer
\!] File: namne: test Save
-
My Network | Save as type: Test Documents [ bt
Encoding: AMSI

—I

SWB-030 Test result analysis

SAFE Block XP Version 1.1 performed correctly - the operation failed and the
hashes did not change.
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